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MAIL PERMIT 
GOES HERE

On several past occasions in these pages,  
I have stressed the peril of choosing a 
medical liability insurance carrier based 
only on price (i.e. lower premiums), almost 
to the point of seeming to be a broken 
record. We all know the history of medical 
malpractice insurance companies coming 
into our state and then becoming insolvent 
due to insufficient premiums (ICA and PIE, 
for example,) or beating feet out of here 
when the going got tough (St. Paul and 
CNA). Indeed, because our hard-fought 
and hard-won medical liability civil justice 
reforms have worked well, competition 
has come into our state, which is certainly 
a healthy thing. However, some carriers 
have used a strategy of unsustainable low 
premiums in an effort to gain a foothold, 
and as I said on a number of occasions, if 
something is too good to be true, it probably 
is. Indeed, my fears have come to fruition, 
as one such carrier, Capson, was been placed 
in rehabilitation earlier this year by the 
Texas Department of Insurance, its state 
of domicile. Due to this action and the 

seriousness of Capson’s financial condition, 
the West Virginia Insurance Commissioner 
suspended Capson’s Certificate of Authority, 
thereby prohibiting Capson from insuring 
physician medical professional liability in 
our state. Unfortunately, some West Virginia 
physicians have been caught up in the chaos 
created by this action because they had 
previously decided to leave the Mutual and 
become insured by this company, sometimes 
even while knowing that the company’s 
finances were in shambles. As a former 
privately practicing Otolaryngologist, I 
certainly understand the desire to keep 
overhead as low as possible in our medical 
practices because of the increasing 
challenges in the business of medicine, 
but, as I have stated repeatedly, skimping 
on medical liability insurance is quite 
hazardous and has, indeed, proven to be 
quite detrimental to those affected in this 
case. Now, previous Capson insureds are 
reportedly being encouraged to purchase 
medical liability insurance through an 
excess and surplus lines carrier. Again, 
buyer beware. Excess and surplus lines 
carriers are not admitted in the state of 
West Virginia, which means that these 
companies are not regulated by our state 
Department of Insurance and, therefore, 
are not subject to rate review. 

Furthermore, these companies’ policyholders 
are not eligible to participate in the state 
guaranty fund, which protects an insured 
if the company becomes insolvent with a 
total of $300,000 of coverage. This is 

obviously significantly less coverage than 
the amount that would have been available 
in the policy had the company been able 
to continue in business, but it is certainly 
better than nothing (which is the case when 
insured by an excess and surplus line 
company.) Furthermore, should a physician 
retire or move, most excess and surplus 
lines companies offer and charge for what 
turns out to be only limited tail coverage 
both in duration and amount, whereas 
admitted medical malpractice insurance 
carriers offer tails without time limits. 
Indeed, if a physician retires after having 
been insured by the Mutual for five years 
or longer, the tail coverage is without charge.

I obviously continue to believe that the 
West Virginia Mutual Insurance Company 
far and away offers the best option for your 
medical professional liability coverage in 
our state, even when our premiums may, 
by necessity, be a little bit higher than those 
of certain competitors, especially in view 
of what has happened as described above. 
Please be reassured that our rates are 
realistically and actuarially determined 
based on what is actually happening in our 
region, and if our experience is more 
beneficial than projected, as it was last year, 
then dividends will be given to our owners 
(you, our policyholders.) It should be great 
comfort to you that we have been and 
continue to be Physicians Insuring Physicians.
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In 2018, the NAS cyber claims team 
managed over 2,000 cyber claims from 
policyholders across a wide spectrum of 
businesses. In our annual Cyber Claims 
Digest, we analyzed 1,800 closed claims 
and identified trends among our healthcare 
policyholders and non-healthcare insureds. 
Ransomware, across both segments, was 
the #2 cause of loss and represented over 
10% of all closed claims. In three recent 
claims in 2019, ransom demands have 
skyrocketed to $400K, $500K, and $1.2 
Million, almost 30-times the average cost 
of extortion payments in 2017.
 
Among healthcare-related businesses, NAS 
has seen a 6X increase in ransomware claims 
since 2015. Physicians’ offices, medical 
centers, hospitals, allied health facilities, 
and surgi-centers have all been targets and 
we continue to see growth in this type of 
cyberattack. Because criminals recognize 
that access to patient data and practice 
management systems are essential for 
healthcare organizations, they target these 
vulnerable organizations and expect rapid 
payment of their demand. Many smaller 
healthcare organizations do not have 
sophisticated IT support staff and the 
criminals know that they are more likely to 
get paid, rather than have the organization 
invest the time and money to rebuild their 
system based on backed-up data.

SCENARIO:
Employees of a hospital discovered that 
their email accounts were not accessible. 
The hospital’s IT department investigated 
and discovered that a ransomware attack 
infected 70 servers and 600 workstations. 
The hospital had to close operations for 2 
business days and suffered various losses 
in relation to the event.

Cyber Insurance covered:
• IT Forensic Consultants – Consultants 

were retained to immediately address 
the ransomware attack, secure data, 
investigate if any patient health 
information was compromised, and 
rebuild the hospital’s network.

• Business Interruption and Income Loss 
• Several surgeries had to be cancelled 

resulting in loss of income.
• Data Recovery – Several employees had 

to work overtime to recreate lost data 
from back-ups.

• Ransom Amount – The Hospital paid the 
ransom demand to restore system access.

Total Expenses: $570,000
 
According to Verizon’s 2018 Data Breach 
Investigations Report (DBIR), ransomware 
is the most common type of malware. It is 
found in 39 percent of malware-related 
data breaches, double the percentage from 
last year’s DBIR. The DBIR discovered that 

ransomware accounts for 85 percent of all 
malware targeting the healthcare industry.
 
In their 2018 report, the US Department 
of Health and Human Services (HHS) 
identified the SamSam virus at the source 
of at least 8 major ransomware attacks on 
government and healthcare-related entities. 
“Beyond being a minor inconvenience, 
ransomware attacks can have impacts on 
patient care and delivery within the HPH 
sector. As a result of a recent attack on one 
hospital, an outpatient clinic and three 
physician oces were unable to use that 
hospital’s network to access patient history 
or schedule appointments.”

(US Dept of Health and Human Services, 
Report on Ongoing SamSam Ransomware 
Campaigns, March 30, 2018)
 
TO PROTECT YOUR ORGANIZATION...
1. Conduct a Risk Assessment
2. Train Employees
3. Implement Data Security Policies and 

Procedures
4. Manage Vendors Appropriately
5. Prepare an Incident Response Plan

Ransomware Disrupts Healthcare Organizations at Alarming Rate 
Article provided by NAS Insurance Services

Agency Actions Shed Light on HIPAA Enforcement

The U.S. Office for Civil Rights (OCR) is 
the primary enforcement agency for the 
HIPAA Rules. Over the years its approach 
to enforcement has evolved. For example, 
when the Privacy and Security rules went 
into effect in 2003 and 2005, respectively, 
enforcement was primarily based on 
complaints from patients. There was not 
any form of random audits, and compliance 
reviews were used in very limited 
circumstances. The HIPAA Enforcement 
Rule went into effect in 2006 and the 
primary approach to enforcement remained 
focused on complaints. This approach 
continued until the passage of the Health 
Information Technology for Economic 
and Clinical Health Act (HITECH). The 
HITECH Act required the OCR to establish 
an audit program and conduct periodic 
audits of covered entities and business 
associates. These audits began, in pilot 
form, in 2011 and 2012 and the OCR 
established and released audit protocols 
shortly thereafter. This was to ensure that 
covered entities and business associates 
would know what to expect in the event 
they were audited. Phase two of the audits 
began in 2016. The initial findings of these 
audits generally showed poor compliance 
among covered entities. Most of the audited 
organizations failed to implement some 
of the basic requirements such as conducting 

a risk analysis along with basic safeguards 
to protect patient privacy. According to 
the OCR, the aggregate findings of these 
audits will be released sometime in 2019.

Today, much of the enforcement actions 
that take place are based on compliance 
reviews that are triggered by a breach 
report. The OCR formally began receiving 
breach notifications from covered entities 
and business associates in 2009. Since then, 
most of those reported breaches involving 
more than 500 individuals are further 
investigated by the OCR. Many of the 
organizations subjected to a compliance 
review have entered into a resolution 
agreement with the OCR to settle potential 
violations and agree to a corrective action 
plan. In addition to the corrective action 
plan, the covered entity is required to pay a 
monetary penalty, determined by the OCR, 
based on the circumstances surrounding 
the breach. The first reported settlement 
was in 2008 and the OCR has consistently 
issued these agreements every year since, 
totaling more than $100 Million. The last 
few years are been particularly high with 
settlement amounts averaging over $20 
Million annually. 

Currently, the settlement agreements seem 
to be the preferred method of enforcing 

the rules. However, the OCR recently 
issued a Notification of Enforcement 
Discretion Regarding HIPAA Civil Money 
Penalties. The HITECH Act established 
four categories of violations with the same 
annual maximum limit for each category. 
The notice clarified that OCR will apply 
Civil Money Penalties based on the level 
of culpability rather than assuming every 
organization is equally culpable. There 
have only been a handful of Civil Money 
Penalties issued by the OCR since the 
Rules became effective. This change may 
be an indication that the OCR plans to 
increase the issuance of Civil Penalties in 
the future.

Enforcement has changed significantly 
since the rules went into effect. The OCR 
is providing much better guidance than 
they did back in the early 2000s. As a 
result, they are holding covered entities 
and business associates to a much higher 
standard than before. These rules have 
been around for nearly 20 years and it is 
becoming increasingly difficult to ignore, 
especially considering recent enforcement 
actions. The Mutual wants to help you 
understand these requirements, prevent 
breaches and avoid any potential penalties. 

Cybersecurity Education

As part of your policy with the Mutual, 
we provide various educational in-service 
programs to your staff at no additional 
charge. This includes HIPAA and cyber-
security education. Many of our insured 
offices use this service to periodically 
educate their staff on security and privacy 
issues that could impact their practice. The 
in-service presentation focuses on common 
threats in healthcare, the regulatory 
environment, basic approaches to mitigating 
cyber risk, a discussion of the enforcement 

environment, as well as an overview of 
the cyberliability coverage provided in 
your policy.

The program is meant to be a high-level 
discussion of common cybersecurity issues, 
as well as a reminder of the various HIPAA 
privacy and security requirements. This 
forum often gives staff the opportunity to 
discuss things that may have otherwise 
gone ignored. As mentioned in the previous 
article, training is a critical component of 

any compliance program, and we always 
encourage our insureds to utilize this service 
if they don’t already have a structured staff 
training regimen. 

If you are interested in scheduling an in-
service presentation or would like additional 
information, contact Michael Harmon at 
harmon@wvmic.com or call (304) 343-3000.


