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manner. Finally, we will discuss the new
innovations in technology that will allow
healthcare providers the ability to monitor
patients’ vital information in real time from
remote locations through Internet connected
devices, even smartphones and smartwatches.
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It can always be a challenge to keep up with
ever-changing trends in the current healthcare
environment. In the next few Newsletters,
we will discuss how the delivery of healthcare
is changing countrywide, how these changes
are now affecting or will soon impact us
in West Virginia, and what we, as physicians
and other healthcare providers, can do to
prepare for the challenges these new
innovations will have on the practice of
medicine.
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In this month’s Newsletter, we will discuss
telehealth and how this delivery system is
no longer innovative but is now commonplace in many areas of the United States.
In subsequent Newsletters, we will talk
about how the utilization of retail medicine
is increasing and may become a future trend
due to the demand of our younger generation
(i.e. millennials) for quality healthcare that
is delivered in an efficient and convenient
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Hopefully, this transformation will help us
continue to provide the latest and most
sophisticated healthcare services to our
patients. But as these changes are introduced
into our everyday practices, we must remain
aware of the pitfalls that can occur putting
us at increased medical liability lawsuit risk
due to increased and not infrequently
unrealistic expectations which can result
in unsatisfied patients. As we discuss each
of these changes in the healthcare delivery
system, we will provide advice and tools
to assist you as you manage the risks you
might encounter.
The Mutual has, since its beginning, put
risk management at the forefront of the
services we provide to our policyholders.
Twenty percent of our staff is devoted to
helping our insured physicians control
their exposure to conditions that put them
and their patients at risk. The new, innovative methods we will discuss will have
their own challenges as we incorporate
them into our practices. Our involvement
with national organizations such as ASHRM
and the PIAA and the interaction our risk
managers have with individuals from across

the country allows us to have the most
up-to-date information that is available to
assist our physicians.
Unfortunately, some of us find ourselves
involved in litigation because of an unintended bad result or an unhappy patient.
If this happens, the Mutual is committed
to providing an aggressive defense of the
medicine when warranted. Similar to risk
management, more than twenty percent
of our staff is devoted to defending our
physicians who have lawsuits brought against
them. Our claims professionals have many
years of experience defending WV physicians.
Also like our risk managers, our claims
consultants attend country-wide conferences
and seminars staying abreast of current trends
in medical professional liability litigation.
This knowledge is extremely valuable to
our policyholders.
As Bob Dylan sang in 1964 and is definitely
true today, “The Times They Are A Changin”
and medicine is undergoing significant
changes in this new era of technology. It
is incumbent upon us, as physicians, to be
aware of these changes and plan to incorporate them into our daily practices when
necessary while at the same time preparing
ourselves for any consequences that might
occur as a result. We are Physicians
Insuring Physicians.
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Telemedicine

Telemedicine has been credited with
increasing patient access to healthcare,
facilitating difficult patient care decisions
when time is of the essence, reducing cost,
encouraging around-the-clock coverage, and
allowing for remote monitoring of chronic
conditions. But how will this new wave in
healthcare delivery affect physicians and
our patients? Furthermore, while telemedicine is evolving at a rapid pace in the
United States as a whole, is it on a slower
track in our area? Let’s review a few considerations of importance to healthcare providers
in West Virginia.
Telemedicine requires reliable internet
access and a good communication infrastructure. The lack of adequate internet
access in rural areas is the key reason
telehealth adoption has stalled in West
Virginia. A grant from the US Department
of Agriculture’s Distance Learning and
Telemedicine program has been awarded
to expand telemedicine in five counties
throughout the state to help physicians
provide obstetrical care remotely. This
might be the tipping point in telehealth
adoption if additional funding is made
available for expansion of broadband in
West Virginia.
There are definite benefits to both patients
and physicians by utilizing telemedicine.
The patient has no travel expenses and
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Privacy, Security and Telemedicine

significantly less time spent waiting to be
seen by their physician, reduced medical
costs, and increased access to timely
consultations with specialist doctors. The
physician can benefit from fewer missed
appointments and cancellations, the ability
to treat more patients over time, and get
better patient follow-up and improved
health outcomes. Excellent examples of
optimal usage of telemedicine include
stroke care (as tPA needs to be administered
within a specific time window,) routine
surgical follow-up visits when time and
distance are a problem, and increasing
access to scarce specialists such as
dermatologists and medical geneticists.
Out-of-state healthcare facilities in our
geographic area are aggressively marketing
their telehealth capabilities. Both Cleveland
Clinic’s Express Care® and UPMC’s
AnywhereCare® publicly state they have
received high marks from users of their
telemedicine services. These facilities
promote their ability to bring healthcare
to the patient when he or she needs care,
and patients have likened their encounters
to the house calls of yore.
While all of this seems to make telehealth
very attractive, there are definite issues that
must be addressed before making telemedicine services available to your patients.
First, there are licensing issues that require

the physician to be licensed in the state
where the remote patient is located, and
certain states require informed consent prior
to the visit. In addition, uncertainties
with and limitations of the technology,
regulations regarding the appropriate number
of telemedicine visits without a face-to-face
encounter, the possibility of unanticipated
and unfamiliar claims litigation venues, and
privacy issues (including assured secure
transmission of protected health information)
must all be considered before embarking
on this new form of practice.
Patient demand for convenience and
effectiveness through telemedicine has
increased, and one thing is certain: telemedicine is here to stay. However, advancements in technology have often outpaced
the laws governing them. It is incumbent
upon us to know our patients, where they
are located, the laws and regulations
governing telemedicine practice in those
locales, and the ethical issues in and
limitations to the use of telemedicine, as
we embark on this new and promising
healthcare delivery method.
Please know that the West Virginia Mutual
is here to assist its members with information
as you explore the pitfalls of and the opportunities available in utilizing this technology.
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Protecting patient data is an important part
of any physician practice. When utilizing
technology to interact with your patients,
it is very important that you adequately
address the potential privacy and security
issues that could arise. There are many
vendors, along with free services, that allow
you to video conference with patients.
Some of these vendors are affiliated with
EMR companies and other healthcare
organizations. This usually means HIPAA
requirements were at least considered during
the design phase of the software. Even if you
are purchasing video conferencing software
from a vendor claiming to be “HIPAA
compliant,” you still need to do your due
diligence to ensure all areas have been
addressed. Following are a few items related
to privacy and security you should consider
prior to providing telemedicine service.
Risk Analysis
This is the most important component of
your office’s information security program.
Whichever technology you decide to use
as part of your telemedicine program, you
should include an analysis of the security
mechanisms in place to ensure compliance
with HIPAA. For example, the risk analysis
should assess the items discussed below
including, but not limited to, where the
video calls take place, encryption, devices
used for calls, network security (i.e. Wi-Fi)
and vendor contract terms. The Office of
the National Coordinator for Health
Information Technology (ONC) has a
comprehensive tool to help practices assess
security risks. It can be found at https://
www.healthit.gov/topic/privacy-securityand-hipaa/security-risk-assessment.
Encryption
Most popular video call services generally
utilize the encryption that is required
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under the HIPAA Security Rule for transmission security. However, you should still
request documentation that the required
encryption is part of the service and include
this as part of your risk analysis.
Wi-Fi Security
If using a wireless connection, make sure
you have properly set up your Wi-Fi network
and properly configured your router. Make
sure to change all default settings set by
the manufacturer, including passwords
and router name. You would likely be best
suited to hire a professional to set up a
wireless network that has experience with
healthcare organizations to ensure your
network meets the security require-ments
of HIPAA. Also, never use public Wi-Fi to
communicate with patients or to access
your EMR from remote locations. Public
Wi-Fi is generally not considered secure
even if it requires a password to access.
Location
Ensure you are interacting with patients
in a secure and private location. The same
privacy and security policies that apply in
your office should apply to the remote
visit. For example, you wouldn’t discuss a
patient’s medical condition in a crowded
room. The same is true for telemedicine
visits. The use of technology has become
so commonplace that privacy can be
compromised for the sake of convenience.
Business Associate Agreements
Most healthcare-related vendors providing
these services agree to sign Business
Associate Agreements with providers.
There is some debate whether this service
constitutes a “mere conduit” for Protected
Health Information (i.e. US Postal Service,
ISPs or telecommunications companies)
or meets the definition of a Business

Associate. The most popular video call
services (i.e. Skype and FaceTime) claim
that they are a conduit and do not meet
the definition of a Business Associate. If
you choose to utilize any service without
a Business Associate Agreement, make sure
your reasoning is documented and you are
comfortable with the vendor’s assertions.
You could be held accountable if that
organization is later deemed a Business
Associate by regulators.
Recorded conversations
While this isn’t a default function on most
video call services, patients can download
third party tools that allow your conversations to be recorded. This brings up similar
issues with patients recording conversations
in the exam room. While it may be legal
in West Virginia for patients to record
interactions with physicians, you should be
aware of the threat that those recordings
could be used later if legal action against
you is pursued.
There are many factors to consider when
deciding to utilize telemedicine in your
practice. This includes the items listed
above as well as billing, state licensing
issues and limitations in technical infrastructure. You should conduct thorough
due diligence and consult with professionals,
including attorneys, prior to incorporating
telemedicine into your practice. You should
also contact the Mutual prior to beginning
a telemedicine program to ensure these visits
will be covered by your insurance policy.
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