
Board of di rectors

R. Austin Wallace, M.D.
Chairman, President and CEO

Robert L. Wheeler, M.D.
Vice-Chairman

Michael A. Stewart, M.D.
Treasurer

John W. Neville, Jr., M.D.
Secretary

B. Frederick Becker

Hans G. Dransfeld, M.D.

Joseph V. Funderburk, III

Robert L. Ghiz, M.D.

Tamara D. Huffman, CPCU
Executive Vice President and COO

Luke W. Martin, M.D.

Bruce R. Martin, CIC

Mail PerMit 
goes here

electronic Medical records
The theme of this edition of Quarterly 
Coverage is the use of computers for creating 
patient records and the potential for liability 
associated with this. We physicians have 
had to suffer the painful process of imple-
menting electronic medical records well before 
the availability of platforms that are easy 

to use and are interoperable with other 
practitioners’ electronic medical records, 
which is pretty much the point of the whole 
process with regard to patient safety. This 
being the case, frustration and burnout is 
rampant among the physician community, 
particularly since there are now penalties 
assessed by the Centers for Medicare and 
Medicaid Services for those who do not 
utilize this technology as dictated by a largely 
arbitrary standard, that being so-called 
Meaningful Use. However, there is finally 
some apparent good news coming from 
CMS. Its Acting Administrator, Andy Slavitt, 
in a speech given at a J. P. Morgan Healthcare 
meeting on January 12, 2016, announced 
that “Meaningful Use 3” would not be 
implemented in 2017 as originally planned. 
I think it bears recounting some of his 
remarks: “The Meaningful Use program, as 
it has existed, will now be effectively over 
and replaced with something better. We will 
be putting out the details on this next stage 
over the next few months, but I will give 
you a theme guiding our implementation. 
For one, the focus will move away from 
rewarding providers for the use of technology 
and towards the outcome they achieve with 
their patients. Second, providers will be able 
to customize their goals so tech companies 
can build around the individual practice 
needs, not the needs of the government. 

Technology must be user-centered and 
support physicians, not distract them.

And finally, we are deadly serious about 
interoperability. Technology companies 
that look for ways to practice “data blocking” 
in opposition to new regulations will find 
that it won’t be tolerated.”

Lest we become giddy over the federal 
government showing some common sense, 
(i.e., “we’re the government and we’re here 
to help you,”) Karen DeSalvo, MD, National 
Coordinator for Health Information 
Technology, indicated in a speech given just 
four days later, that, in essence, the reports 
of the demise of the Meaningful Use program 
were greatly exaggerated. So, who really 
knows? Nevertheless, stay tuned. It’s likely 
to be a very bumpy ride with ongoing 
federal overreach, but please be assured that 
your Mutual will continue to function as a 
source of information for you during this 
time of great change with regard to your 
medical practice, and that we will be here 
for you for the long term.

We are… Physicians Insuring Physicians.
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Privacy Protection and Network security endorsement Modified for 2016*

Effective January 1, 2016, the Mutual will 
offer enhanced privacy and security coverage. 
While the limits of liability under this 
endorsement remain unchanged at $250,000, 
additional items will be covered. For example, 
the updated policy form will now cover costs 
associated with Cyber Extortion and Cyber 
Terrorism. The policy will also continue to 
cover costs associated with the following:

•	 Multimedia	Liability	
•	 Security	and	privacy	Liability
•	 Privacy	regulatory	defense	and	penalties
•	 Privacy	breach	response	costs,	customer	

notification expenses, customer support 
and credit monitoring

•	 Network	Asset	Protection

The Mutual is proud to offer this industry-
leading coverage enhancement as the regula- 
tory environment regarding information 
privacy and security continues to evolve 
rapidly. Please contact our office or your agent 
with any questions related to this coverage. 
 
* The Privacy Protection and Network Security Endorsement 

stipulates coverage and limitations. This endorsement is part 

of the insurance contract and supersedes any language 

contained in this publication.
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cyber Liability in Healthcare

As 2015 drew to a close, cyber liability issues 
are becoming very common in American 
business. Healthcare organizations are 
particularly vulnerable to cyber attacks due 
to the value of the information found in 
medical records. According to a recent report 
by a privacy and security research organization, 
the Ponemon Institute, criminal attacks have 
recently taken over as the leading cause of 
data breaches in Healthcare. In fact, one of 
the largest recorded breaches within the 
industry was a result of hackers gaining access 
to 80 million current and former Anthem 
Health Insurance customers’ records. 
Nationally, data breaches are costing the 
healthcare industry $6 billion annually.

While these large-scale breaches get a lot of 
media attention, it may seem that smaller 
healthcare organizations, such as physician 
practices, are less vulnerable to such attacks. 
Unfortunately, this is not true. Smaller 
organizations are targeted by criminals 
because there is often a good chance that 
proper security protocols are not being 
followed. Unfortunately, it is very common 
to find a lack of fundamental security practices 

at physician practices. This has attracted the 
attention of federal regulators over the last 
few years.

The Federal Trade Commission (FTC), Office 
for Civil Rights (OCR) and the Office of 
National Coordinator for Health Information 
Technology (ONC) have all been involved 
with enforcing, and promoting the adoption 
of, federal privacy and security regulations. 
These agencies have the authority to impose 
sanctions against businesses that fail to meet 
these security guidelines.

It is naive to think that anyone can prevent 
all security incidents. Most of the regulations 
surrounding security and privacy are designed 
to establish a series of best practices that 
organizations should follow to lessen the 
likelihood and impact of such incidents. 
Failure to implement these basic requirements 
can have significant financial repercussions.

In September 2015, a radiation oncology 
group entered into a settlement agreement 
with the OCR for $750,000 to settle potential 
violations of the HIPAA Security Rule. This 

was a result of an incident involving a stolen 
laptop. The laptop contained the personal 
information of 55,000 patients. The breach was 
reported to the OCR as required under HIPAA. 
A subsequent investigation by the OCR found 
that the practice had not conducted a risk 
analysis nor did it have any policies on the 
removal of mobile devices from the office. 
According to the OCR, a risk analysis is the 
key to any enterprise-wide security program. 
It is also part of the ONC requirements related 
to Meaningful Use.

In light of all the cyber liability issues within 
the healthcare industry, staying educated is 
one way that healthcare organizations can 
combat the onslaught of attacks. Your Mutual 
has educational programs available to practices 
that provide updated information related to 
HIPAA privacy and security. The Mutual also 
provides its policyholders with robust cyber 
liability coverage to assist in responding to 
privacy and security incidents when they occur.

Your Mutual encourages all of its policyholders 
to contact us for more information about our 
educational services or cyber liability coverage.

The Mutual’s Risk Managers, as well as its 
Director of Compliance, visit hundreds of 
physician practices throughout the state each 
year. During those visits, our staff have 
identified a few common practices related to 
information privacy and security that can be 
easily modified and lessen the likelihood of 
a data breach, thus limiting a practice’s overall 
cyber liability.

Use of commercial email accounts (i.e., Yahoo, Google) 
to communicate with, or about patients
•	 Businesses	rely	on	email	to	communicate	

with customers and vendors. It is all too easy 
to setup a free email address with companies 
like Google or Yahoo. Healthcare organiza-
tions should be very leery about using these 
types of accounts to communicate with 

or about patients. These accounts are not 
considered secure. For example, these ‘free’ 
email accounts are continuously scanned 
by the companies providing the service in 
order to target advertisements. So, any data, 
including Protected Health Information 
(PHI), could be utilized by these compa-
nies without being compliant with the 
HIPAA Privacy requirements. In essence, if 
a healthcare provider is using one of these 
accounts to transmit Protected Health 
Information (PHI), it would be disclosing 
patient information in a manner inconsis-
tent with Federal healthcare privacy law. 
Secure email accounts are available, but 
there is usually a cost for this service. It is 
recommended that providers utilize a 
secure email service when electronically 
transmitting PHI. 

Sharing passwords used to access patient information
•	 Every	employee	that	has	access	to	patient	

information must have his/her own unique 
username and password. This is a funda- 
mental requirement under the HIPAA 
Privacy and Security rule. While it may be 
easier to allow everyone in the office to 
utilize the same login credentials, it certainly 
comes with risks. Not only would it be more 
difficult to investigate a data breach, it 
could also be nearly impossible to defend 
entries made in an EMR if a lawsuit arises. 
If providers are sharing passwords in their 
office, they should check with their EMR 
vendor and ensure that separate login 
credentials are available for each user. 

 
Unsecured mobile devices
•	 Whether	it	is	an	iPad,	iPhone,	laptop	or	

thumb drive, portable devices used to access 
or store Protected Health Information must 
be properly secured. Mobile devices are 
frequently involved in reported data 
breaches and should be closely monitored 
by physician practices. A dermatology 
practice in Massachusetts was forced to pay 
$150,000 in a settlement with the Office for 
Civil Rights for losing an unencrypted thumb 
drive containing 2,200 patient records. 

•	 It	is	also	common	for	physicians	to	use	text	
messages to communicate with their staff 
or other physicians about patients. In most 
cases this is being done on the physicians’ 

personal phone which is not properly 
secured. There is software available that 
integrates these communications with the 
medical record and provides a much higher 
level of privacy and security.

Destruction and storage of patient records
•	 Most	providers	that	have	transitioned	to	

an EMR still have some paper records or 
old patient charts in storage. There is an 
inherent risk that goes along with storing 
these old charts. Ideally, if these records 
are duplicates of electronic versions, these 
records, in most cases, could be destroyed. 
However, you should always check with 
your attorney prior to destroying any patient 
records. If it is not possible to destroy these 
records they should be kept in a secure 
location. If these records cannot be kept in 
the office, offsite storage should be consid-  
ered. It is not recommended to keep these 
old charts in self-storage units or in the 
physician’s home. Third party vendors 
specializing in records management can 
provide a safe and secure option for 
offsite storage. 

 
Use of social media by doctors and staff
•	 Most	physicians	know	it	is	inappropriate	

to communicate with patients over social 
media sites like Facebook or Twitter. 
However, use of social media by office staff 
can be a risk to the privacy and security of 
patient information. It is very easy for staff 
to make comments on these sites about 
patients, even without using names, that 
may lead to privacy breaches or even 
government investigations. For example, a 
disgruntled employee could simply take a 
picture of the daily patient schedule and 
post that picture to Facebook. Once that 
picture is posted, your practice would be 
responsible for the disclosure of Protected 
Health Information in violation of HIPAA. 
You would also be required to conduct a 
breach investigation and report the breach 
to the Office for Civil Rights (OCR), which 
in all likelihood would result in further 
scrutiny from the OCR in the form of a 
compliance review or audit. All of this can 
be avoided by implementing policies and 
procedures in the office that limit staff’s 
use of social media.

common Practices that can increase cyber risk and Lead to data Breaches


