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Technology certainly has the potential to 
facilitate communication between physicians 
and also between physicians and their 
patients. However, there are certainly potential 
pitfalls in technology utilization with regard 
to privacy and HIPAA concerns. One such 
area of concern would be physicians’ use 
of texting. Increasingly, texting is being done 
to share x-ray imaging or laboratory results 
with fellow physicians for the purposes of 
“curbside consults” to see if either further 
testing or referrals may be necessary to 
specialists. Also, the practice of physicians 
texting patients regarding health conditions 
is certainly on the rise.

The Joint Commission, which monitors 
hospital practices, recently clarified its 

opinion on text messaging, stating that it is 
acceptable for physicians to use HIPAA –  
compliant platforms to message other 
physicians but not to text orders. It had 
issued a ban against this practice in 2011, 
removed it in April, 2016, and then reinstated 
it three months later. The most recent 
communication again lifting the ban came 
in December, 2016. Recommendations 
include a prohibition on unsecured SMS 
(short messaging service) text messaging, 
the use of computerized provider order entry 
in electronic health records, and permitting 
verbal orders if CPOE is unavailable.

Certainly, great care needs to be exercised 
in SMS text messaging between physicians 
and patients, as well. Encryption is key to 
prevent the disclosure of protected health 
information. A number of commercial 
platforms are available that can accomplish 
this, including TigerText, OhMD, 
DocbookMD, and HippaBridge, just to name 
a few that come up when a search is done 
in the Apple App Store. It is my understanding 
that many of these platforms allow 
integration with EMRs/EHRs. Unsecured 
texting is to be avoided at all times, obviously. 
Indeed, for greatest security and to avoid 
having personal data scrutinized, it is a 
good idea to get a separate smartphone for 
patient texts and not use a personal mobile 
device in the event medicolegal situations 

were to arise. Indeed, if a personal mobile 
device were to be used for this purpose, there 
is a very legitimate concern that the device 
could be subject to discovery if a medical 
malpractice claim is filed, which would mean 
that the device would be confiscated and 
examined by someone on the plaintiff’s team.

Your Mutual’s Risk Management staff can be 
of assistance to our policyholders/insureds 
if questions arise about electronic communi- 
cation procedures and consequent potential 
pitfalls, and, indeed, these concerns are often 
covered in our CME offerings. Although 
technology can be a wonderful thing, it is 
very important to recognize that it can be a 
source of HIPAA violations and, therefore, 
significant civil penalties. It certainly behooves 
all of us to utilize great care to avoid such 
situations.

Disclaimer:  The information presented here should not be 

considered legal advice. This guidance should only be used if 

appropriate for you. You should always consult your own 

legal counsel for current legal advice as laws and regulations 

may change.
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Letter from the Chairman: Mobile Device Usage in Patient Care

To see the most up-to-date Risk  
Management seminar schedules:

Go to www.wvmic.com

Click the Risk Management tab

Click CME Programs on the Menu
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Did you know your West Virginia Mutual Insurance Company offers as a CME presentation 
Benefits and Risks of Social Media in Healthcare? This seminar is designed to cover the 
following objectives:

• Identify benefits and risks of using social media in healthcare
• Review published examples of inappropriate use of social media by healthcare professionals 
• Review guidelines and risk prevention strategies for healthcare professionals when using 

social media

You may not be using social media, however, your patients and staff likely are. For more 
information regarding an upcoming seminar in your area, please visit www.wvmic.com.

Benefits and Risks of Social Media in Healthcare
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Joint Commission Clarifies Text Messaging Rules for Doctors

The Joint Commission lifts part 
of its ban on text messaging for 
clinicians, but still says doctors 
can’t use the mHealth platform 
to text patient care orders.

December 20, 2016 – The Joint Commission 
is clarifying its guidance on text messaging 
for providers, saying clinicians can use a 
HIPAA-compliant platform to send messages 
to each other but can’t text patient care orders.

The commission reportedly made its latest 
decision in August, then issued a clarification 
in its December online newsletter. It continues 
a summer-long debate over whether mHealth 
devices and platforms are safe enough to 
transmit patient information. The 
organization originally issued the ban in 
2011, lifted it this past April, then reinstated 
it in July, saying it needed more time to 
“ensure a safe implementation” of text 
messaging guidelines.

Joint Commission officials said they would 
work with the Centers for Medicare & 
Medicaid Services (CMS) on a “comprehensive 
series of Frequently Asked Questions (FAQ) 
documents to assist healthcare organizations 

with the incorporation of text orders into 
their policies and procedures. This guidance 
information is designed to supplement the 
recommendations in the May 2016 
Perspectives article permitting the use of secure 
text messaging platforms to transmit orders.”

The joint recommendations worked out by 
the commission and CMS are include in the 
December newsletter are as follows:

• All healthcare organizations should have 
policies prohibiting the use of unsecured 
text messaging – that is, short message 
service (SMS) text messaging from a 
personal mobile device – for communi-
cating protected health information.

• The Joint Commission and CMS agree 
that computerized provider order entry 
(CPOE) should be the preferred method 
for submitting orders as it allows providers 
to directly enter orders into the electronic 
health record (EHR).

• In the event that a CPOE or written order 
cannot be submitted, a verbal order is 
acceptable.

• The use of secure text orders is not per- 
mitted at this time.

“The implementation of secure text orders 
was discussed with numerous text messaging 
platform vendors, experts in EHRs and 
other key stakeholders,” the commission 

wrote. “After extensive discussion weighing 
the pros and cons of using secure text 
messaging systems to place orders, The 
Joint Commission and CMS have concluded 
that the impact of secure text orders on 
patient safety remains unclear.”

That discussion, the commission said, 
revealed three concerns that kept officials 
from allowing text messaging for patient 
orders: the increased burden on nurses to 
manually integrate text orders with the 
EHR, the burden on providers to clarify any 
texted orders verbally, and the confusion 
that may arise if a texted order triggers an 
alert or CDS recommendation.

“The Joint Commission and CMS will 
continue to monitor advancements in the 
field and engage with key stakeholders to 
determine whether future guidance on the 
use of secure text messaging systems to place 
orders is necessary,” the commission wrote. 

In its April ruling opening the doors for 
text messaging, the commission set up the 
following guidelines:

• Develop an attestation documenting the 
capabilities of their secure text messaging 
platform;

• Define when text orders are or are not 
appropriate;

• Monitor how frequently texting is used 
for orders;

• Assess compliance with texting policies 
and procedures;

• Develop a risk-management strategy and 
perform a risk assessment; and

• Conduct training for staff, licensed 
independent practitioners and other 
practitioners on applicable policies and 
procedures.

The commission also established that a secure 
service must include a secure sign-on process; 
encrypted messaging; delivery and read 
receipts; date and time stamp; customized 
message retention time frames; and a 
specified contact list for individuals authorized 
to receive and record orders.

In addition, the commission said any health- 
care provider allowing text messaging should 
comply with Medication Management 

Standard MM.04.01.01, which establishes a 
protocol for medication orders and steps to 
take when an order is unclear or incomplete. 
And it urged providers to determine if texted 
orders are automatically entered into the 
patient’s electronic health record or entered 
manually. For guidance, it refers providers 
to the Provision of Care, Treatment and 
Services Standard PC.02.01.03 and Record 
of Care, Treatment and Services Standard 
RC.02.03.07. For guidelines on the use of 
mobile devices, it advises contacting the 
Office of the National Coordinator for Health 
IT (ONC).

In a commentary written in June for 
mHealthIntelligence.com, PerfectService 
founder, CEO and president Terry Edwards 
said a secure text messaging platform for 
physicians “recognizes the shift that’s 
happening with technology’s role in 
healthcare.”

“The biggest impact of the ruling will be on 
the efficiency of the care team,” he said. 
“Texting helps avoid ‘phone tag,’ to which 
many clinicians have become accustomed. 
For example, when new test results are 
available, in certain circumstances a nurse 
must contact the ordering or covering 
physician to share those results, often via 
phone. After the nurse reads the results, the 
physician may respond with a verbal order –  
medication, therapy or a consult. The nurse 
would write this order down or enter it into 
the EHR and then verbally read the order 
back to the physician to confirm the order 
is correct. This type of back and forth can 
be time consuming especially in a busy 
hospital environment.”

This article reprinted with permission from PIAA 
mhealthintelligence.com/news/joint-commission-
clarifies-text-messaging-rules-for-doctors (12.20.16)

Know Your Online Presence

According to the Pew Research Center, social 
media use has intensified over the last decade 
(See graph). Regardless of whether physicians 
are actively utilizing social media sites like 
Facebook and Twitter to promote their 
business, patients are actively searching the 
internet and utilizing social media to evaluate 
you as a physician. They may not base their 
decision to seek out your services solely on 
your education and training. It could be 
based on one negative (or positive) comment 
on Facebook. This is why it is important to 
know your online presence. You can do this 
by searching your name or your practice’s 

name on Google or other internet search 
sites. This can at least give you an idea of 
the types of things patients will see when 
researching you as a physician.
 
One common problem that has arisen over 
the last few years is “unofficial” Facebook 
pages. These pages are generally created when 
a patient “checks in” on Facebook using 
their cell phone while at your office. Their 
location is identified and usually tied to your 
practice’s address. As a result, Facebook 
creates an unofficial page that can then be 
used by the patient to post pictures and 
comments about you or your practice. This 
is problematic for physicians because there 
could be false or harmful information posted 
that could potentially have a negative impact 
on your practice. These pages can be claimed 
and merged with existing official pages. 
You can also contact Facebook directly to 
attempt to have these unofficial pages deleted. 
However, it is highly likely that once deleted 
they will continue to reappear.
 
You may want to consider making it a 
monthly task to check your online and 
social media presence. You may find that 

patients may be posting negative comments 
about you on your official, or even unofficial, 
page. Resist the urge to respond to any 
comment posted by patients. Responding 
could violate HIPAA privacy and security 
requirements and may be perceived as 
unprofessional. Facebook can be a good tool 
to help promote your practice, but there are 
also obvious drawbacks that can negatively 
influence patients’ perception of you and 
your practice. Knowing what people are 
saying about you online can help you protect 
your reputation and maintain positive patient 
relationships.
 
When using social media at your practice, 
you should consider following the guidelines 
provided by your licensing boards and other 
professional organizations such as the 
American Medical Association, American 
Osteopathic Association and American 
Academy of Family Physicians. You should 
also consider seeking legal counsel when 
using websites or social media to market 
your practice.

Social  Networking Use Has Shot Up in Past Decade 
% of all American adults and internet-using adults who use at 
least one social networking site


